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Important Notice

All rights reserved. Unless otherwise stated, this operation manual contains proprietary
information and materials subject to copyright belonging to Digi-Sign Certification
Services Limited. Except as provided herein, no part of this operation manual may be
copied or otherwise incorporated into or stored in any retrieval system, publication or
other work in any form including hard copies, electronic or otherwise.

ID-Cert is a trademark of Digi-Sign Certification Services Limited.

Except otherwise stated, the product names mentioned in this operation manual are
used for identification purposes only and may be trademarks or registered trademarks
of their respective owners. Digi-Sign disclaims any and all rights in those product

names or marks.

Copyright © 2014 Digi-Sign Certification Services Limited

Page i



Digi-Sign Certification Services Limited Operation Manual Version 1.16

Disclaimer

Digi-Sign expressly disclaims any representations, warranties or undertakings in
relation to the accuracy, completeness, quality or adequacy of the contents of this
operation manual (“the contents”), including but not limited to fitness for any particular
purposes. You shall use this operation manual solely at your own risk. Digi-Sign
accepts no responsibility and liability for any loss occasioned as a result of reliance
placed on any part of the contents. Digi-Sign Certification Services Limited shall in no
event be liable for any direct, indirect, incidental, consequential or special damages,
losses or expenses arising from or in connection with the contents of this operation
manual or any reliance thereon, whether caused by negligence or otherwise.
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1 Internet Explorer Operation
1.1Internet Explorer Pre-requisite

The ID-Cert installation supports Internet Explorer version 5.5 and above with 128-bit
cipher strength. For IE version less than 5.5, the following general guidelines can

verify and upgrade Internet Explorer’s cipher strength.

1. From the menu bar of Internet Explorer, select <Help> and then <About Internet
Explorer>.

{@ Blank Page - Windows Intemet Explorer -_-.' i‘

2 aboutblank

File Edit View Favorites Tools IIHH

. Favorites s [Tirhoned & [epetErpioEgh i Fl § E3073) Facebook @] EEEEFERER @ HSBC HKHome @] RealPlayer @ Suggested Sites +
_ What's New in Internet Explorer 8 — . 3
& Blank Page X~ - =] g v Pagev Safetyr Took+ (@~

Abot Internet Explorer

2. If the cipher strength is less than 128-bit, please select the “Update Information”
hyperlink to obtain the latest IE version updates.

£ | About Internet Explorer ﬁ

@ internet Explorer8

Version: 8.0.6001,153999

Cipher Strength: 2556-bit

Product ID: 01402-997-7332141-00039
te Versions: 0

Warning: This computer program is protected by copyright law and
international treaties. Unauthorized reproduction or distribution of
this program, or any portion of it, may resultin severe dvil and
criminal penalties, and will be prosecuted to the maximum extent
possible under the law.

©2009 Microsoft Corporation
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1.2 Importing ID-Cert

1. From the menu bar of Internet Explorer, select <Tools> and then <Internet
Options>.

/& Blank Page - Windows Internet Explarer
e

File Edit View Favorites IH, Help

2] aboutblank

g Favorites | 5% [ iPh Delete Browsing History... Ctrl+Shift-Del bz Facebook 2] ERESTESSH @ HSBC HKHome @) RealPlayer @ Suggested Sites =
. . InPrivate Browsing Cerl+ Shift+P B .
| B onrse R————— Bov ] < 0 mh v sager ssteye Tookw (@-
- Reopen Last Browsing Session
InPrivate Filtering Ctrl+Shift+F

InPrivate Filtering Settings

Pop-up Blocker
SmartScreen Filter

Manage Add-ons
Compatibility View
Compatibility View Settings
Subscribe to this Feed..
Feed Discoven

Windows Update

Developer Tools 2

Internet Options

b

2. In the Internet Options window, select the <Content> tab and click the [Certificates]
button.

Internet Opticns - ﬁ &lﬂ
_p—

o -
| General I Security I Prieucy | Content |Cor)ecﬁons I Programs I Advancedl

Content Advisor

gl Ratings help you confol the Internet content that can be
viewed on this compulgr.

Certificates

IUse certificates for encrypt®d connections and identification.

Clear 35 state Certificates j Publishers
—
AutoComplete |
AutoComplete stores previous entries
on webpages and suggests matches
for you.
Feeds and Web Slices I
E Feeds and Web Slices provide updated
2 content from websites that can be

read in Internet Explorer and other
programs,
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3. Select the <Personal> tab and click the [Import] button. The Certificate Manager

Import Wizard will pop up.

Certificate Manager I E3
htended oz e I <Al LI

Personal | ther People I Intermediate Certification Autharities I Truzted Root Certification ALLIL

o | |zsued By | E =piration ... | Friendly Mame |

e Erpori.. I Bemave Advanced... I

nded Purpozes

ey I
LCloze I

4. Click [Next>] to continue.

¥
Certificate Import Wizard L&J

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Cancel
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5. Insert your signature 1D-Cert storage medium.
6. Click the [Browse] button and you can look up your ID-Cert files.

Certificate Import Wizard @

File to Import

Specify the file you want to impart.

File name:

Erowse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12) i
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (,S5T)

Learn more about certificate file formats

< Back J[ Mext = ll Cancel

7. Select your drive from the “Look In” drop box and select “All files (*.*)” from the
“Files of Type” drop box. The ID-Cert file is named as XxXxxxxx.pl2 where
XXXXXXXX is your Subscriber Number. Highlight it and click the [Open] button.

& Open &J
@U=|- v Computer » TRADELINK (F:) MK (F. p'
Organize « MNew folder ] liéil
X Favorites MName ¥ Date modified Type

B Desktop el 10-Sep-14 4:54 PM  Security (]
=| Recent Places | _| _911512156.;312 10-5ep-14 454 PM  Personal
4. Downloads T 10-5ep-14 454 PM  Security (]

] SubCA.crt 10-5ep-14 454 PM  Security (]
=l Libraries

3 Documents
.J’- Music

= Pictures i
EE videos

"M Camnuter | < il k
File name:
Cancel
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8. Click [Next>] Button and Internet Explorer will ask you to enter the password / PIN
Code.

Key Holder’s Name  : CHAN TAI_MAN
Key Password 1 7045E3C13832A71A
Cert. Serial Number ~ : 0997152918
Subscriber Number  : 11512156

Signature Key

Private and Confidential BAE#F

00000000000 0000
OO0000000O0000000D0

* If the password envelope is not intact when you receive it, please do not use the
password and report immediately to the Services Hotline.

** Make sure that the Serial Number in the password envelope is identical to that of the
ID-Cert storage medium.

After entering your password, check the box of “Enable strong private key
protection” and “Mark the private key as exportable” according to your preference.
Click [Next>] to continue.

Certificate Manager Import Wizard [ x|

Paszzword Protection for Private Keps
To maintain securty, the private key is secret and must be protected with a password.

Pleaze enter a password to access this file.

Paszword:

¥ Enable strong private key protection

V' Mark the private key as exportable

<Eack‘i Mext » is Cancel |
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9. Select the way to store your ID-Cert. You can check the box “Automatically select
the certificate store based on the type of certificate” or “Place all certificates
into the following store” to specify a directory or storage device to store the
certificates. Click [Next>] to continue.

Certificate Manager Import Wizard

Select a Certificate Store
Certificate stores are spstem areas where certificates are stored.

Select the certificate stare for the new certificates.

& idutomatically select the certificate store based on the type of certificate

" Place all certificates inta the following store

[Certifizate stare;

Brawse.. |

< Back ' Meut = D Cancel
N\
T —

10. You have finished importing your ID-Cert and you can click [Finish] now.

Certificate Manager Import Wizard

Completing the Certificate Manager
Import Wizard

“'ou have succesziully completed the Certificate bManager
Import wizard,

“t'ou have selected the following for the import operation:

Certificate Store Selected by wizard  Automatically Selecte
Content PR

File Marme AM0002153.p12
1] | A

< Back Cancel |
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11. The “Private Key Container” screen will pop up and you need to set the security
level of your ID-Cert. Click [Set Security Level...] and click the [High] radio

button. Click [Next>] to continue.

Private Key Container I

Irnparting a new private exchange keyl

Security level zet o kedium

Set Securty Level...

Cancel | Details. . |

Private K.ey Container E

Choose a zecurity level appropriate for thig item contained
It ected Storage,

Request my permizzion when thiz item iz to be uzed,

 Low
Automatically grant permigzion to uge thiz item
without notification.

I

% Hack Mest > Cancel
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12. You are required to enter a password to protect your ID-Cert. Select “Create a new
password for this item” and enter a name and a password for your ID-Cert profile.

Private Key Container E

Chooze or create a password to protect thiz item.

) [Uze this passwond/ie access i e
Pazsword for: I j

egh new pazsword for this item.

Szzword far: ICHAN TAL MAN
[e=ample: Tam]

Pazsword: I ““““““

Confirm: I xxxxx q

I —
< Back ‘ Finizh \ Cancel |

\j

** Alternatively, if you have specified a profile before, you can select the option “Use
this password to access this item” and select the previous profile from the drop box.

Private Key Container

Chooze or create a paszword to protect this ibem.

@ thiz password to access this hem.

Pagzward fior: CHAN TAI_MAN

™ Create a new password for thiz item,

]

Password far: I
[example: Tom)
Pazeword; |
Coatifirr; I
N
< Back Einizh ) Cancel

Click [Finish] button and the next screen will prompt you to enter your new password

again.
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13. Enter the password again, and click [OK] to continue.

Private Key Container |

Imparting a new private exchange kel

Pazzward for ChanSiukin

Security level zet to High Set Securty Level.. |

] Cancel Details....
\_ K J |

14. You will see on the screen “The import was successful” and you can click [OK] to

continue.

Certificate Manager Import Wizard |

@ The impart was successful.

15. Repeat the above steps if you need to import your Encipherment ID-Cert.
(Encipherment ID-Cert will allow you to sign and encrypt your e-mail messages.)

Page 9
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1.3 Install ID-Cert Root CA and Signing CA Certificate

The ID-Cert Root CA and Signing CA Certificates are used to validate certificates
issued by Digi-Sign. You can either choose to install the ID-Cert Root CA and Signing
CA Certificates from your ID-Cert storage medium or from www.dg-sign.com web site.

1.3.1 Installation via ID-Cert Storage Medium

1. Start up Windows and click [Start] button. Select [Program] and then [Windows
Explorer].

E

ticrozoft Office Toolz

A

1

3
M@tzcape Communicatar  #
M orton Antiins L
Mowell L4
3
3
3

Programs

B

Real
[l ocurnents

Startllp
WinZip

Internet Explorer

o JEET E

Microzoft Acoess

A Microsaoft Excel

ticrozoft Outlook,

icrozoft PowerPaint
\crozoft Yord

Log Off Jennifer...

Windows9S

Shut Diowr,..

Page 10 September 2014



Digi-Sign Certification Services Limited Operation Manual Version 1.16

2. Insert your signature 1D-Cert storage medium into the computer. Select your

USB drive e.g. TRADELINK (F:) and you will see the content of your ID-Cert
storage medium.

@-v.-vL- » Computer » TRADELINK (F:)
_File Edit View Tools Help
Organize - Share with - Burn Mew folder

i Local Disk (D:) i Mame :

Sl 1151 2156.crt
= TRADELINK (F)
[# 11517156.p12
ment (Vids) (X)
= RootCA.crt
= HP_RECOVERY (Z:)
il SubCA.crt

K Apple iPhone
I£5 bjhkart on pprmt.hk E
W My Web Sites on MSN

The ID-Cert Root CA Certificate file is named rootca.crt. Double-click it to open.

3. Click [Install Certificate] button to install the certificate.

i = S EE—— E [
Certificate

General | Details | Certification Path |

g Certificate Information

This certificate is intended for the following purpose(s):

»1.3.6.1.4.1.8420.1
» All application policies

*Refer to the certification authority's statement for details.

Issued toc ID-CERT ROOT CACERT 1

Issued by: ID-CERT ROOT CACERT 1

valid from 07/03/2008 to 05/03/2018

< Install Certificate... | Psuer Statement

Learn more about certificates
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4. Click [Next>] to continue.

Certificate Manager Import Wizard

Welcome to the Certificate Manager

Import Wizard

Thiz wizard helps to copy certficates, certificate trust lists,
and certificate revocation lists from pour disk to the
certificate store.

What iz a cerntificate?

A certificate iz a caonfirmation of your identity izzued by a
certification authonity, Certificates contain information uzed
to protect data, or to establizh secure nebwark,
connechions.

What iz a certificate ztore?

A certificate store is a syetem area where certificates,
certificate trust listz, and certificate revocation lists are

stared.

Click Mest ta continue or Cancel bo exit.

Cancel

. "/

v

5. You may select <Automatically select the certificate store based on the type of
certificate>. Click [Next>] to continue.
Certificate Manager Import Wizard

Select a Certificate Store

Certificate stores are spstem areaz where certificates are stared.

(& Mutomatically select the certificate store based on the bype of @

(" Place all ceriicates N0 e oo = o

[ o

< Back | Mewxt = | Cancel

AN 4
v
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6. The Completing screen will pop up and you can click [Finish].

Certificate Manager Import Wizard

Completing the Certificate Manager
Import Wizard

Yo have successfully completed the Certificate Manager
Irnport wizard,

You have selected the following for the impart operation:

Certificate Store Selected by wizard  Truzted R oot Certific.
Content Certific:ate
4] | i

Caticel |

7. The screen will also prompt you to choose if you want to add the ID-Cert Root CA
Certificate to the Root Store. Click [Yes] to continue.

Root Certificate Store

& Do you want to ADD the following certifizate to the Foat Stare?

Subject : ROOT CA .BRM 31346552-000, DIGI-SIGH CERTIFICATION
SERWVICES LIMITED, HE

lzzuer : Self lssued

Tirne W alidity - .

Serial Mumber : 3B4EC397

Thumbprint [shal]: FOFBA311 3387AECI AEDDEIFS E4222944 FRBEDEED
Thumbprint [rmd5) : BESE 2545 ARBRF04F 220ABACC SCERRECA

8. The installation of ID-Cert Root CA Certificate is completed successfully. Click
[OK] to continue.

Certificate Manager Import Wizard B3

@ The import was successful.

9. Repeat the above steps to install the “ID-Cert Signing CA Certificate 1”. Choose
the file named subca.crt.
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1.3.2 Installation via Digi-Sign Web Site

1. Start up Internet Explorer. In the address bar, enter the Uniform Resource Locator
(URL) of Digi-Sign web site: “www.dg-sign.com” and press [Enter]. Click the
“Online Services” and select the “Download Zone”.

HEHED) I@ hittp: /fwwew . dg-gign.com feng/index htm

BFEERBERAE s
Dicl-Sich CERTIFICATION
Services LimiTeD Isear:h here .

| S8 | Textonly

Digi-Sign Certification Services
: Building Trust in Electronic Services

01110
About Digi-Sign Products and Services Certification Practice Statements | Online Services | Hews and Hotices

> Recnnnized Certificates

Case Studies (Bigi—Sign Profile uper S5L Cert

* Download Zone

< Digi-Sign, a whaolly-owned subsidiary of Tradelink Electronic Ao ew look of
Digital Certificates Limited was set up and granted the status of "Recoghized Certification  Digi-Sign website

provides Cyberport with Authority” in Hong Kong, following the enhancement of the Electronic Mot only does this revamped website
reliable online services Transaction Ordinance, The standard of practices adopted by Digi-Sign is provide a user-friendly navigation

1 na ¥>more in compliance with the Code of Practises for Recoanized Certification interface, but also includes some new
Anbheite mklicked ke Han o mounee e F Chinf Tefaermatine Affiear features, like the Download Zone and

'Digi-Sign's

2. Goto the “Root CA and Signing CA Certificate” and click ® button.

Recognized  Super SSL Premium
Certificates Certificates  Certificate

Certification Practice Statements ) B R
Forms

spplication Forms and Procedures B R il
Change of Subscriber Information ) il il
Certificate Revocation Form and Procedures ) B il
Manual

Subscriber Operation Manual il il
Change Password Utility User Manual il il
Certificate Signing Request Generation Guide il B il
Installation Guide il W il

utilities and Drivers

Change Password Utility B il il
Windows 98 Drivers for USE Flash Drive ) il il
Ca Certificate and Certificate Revocation List

Root Ca and Signing Ca Certificate il il

Certificate Revocation List il il
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3. Select the Root CA and Signing CA certificate 1.

Download Zone
Recognized Certificates

* CA Certificate

Root CA and Signing CA Certificates

&8

ID-Cert Root CA Certificate
B9 1D-cert Signing Ca Certificate
B 1ID-Cert Root CA Certificate 1

9 1D-cCert Signing Ca Certificate 1

4. Choose <Open this file from its current location> and then click [OK].

File Download |

f'ou have chozen to download a file from thiz location.

rootca.crt fram wises, dg-zign. com

YWwhat waould vou like ta do waith thig file?

v fipen if itz current locatior
" Save thiz file to dizk

¥ Always ask before opening thiz bype of file

“‘ Cancel tare [nfo
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5. Click [Install Certificate] button to install the certificate.

.

Certificate

]

General

Details | Certification Path

s

Certificate Information

This certificate is intended for the following purpose(s):

«1.3.6.1.4.1,
» Al application policies

*Refer to the certification authority's statement for details.

3420.1

Issued to:

Issued by:

Valid from 07/03/2008 to 05/03/2013

Learn more about certific

ID-CERT ROOT CA CERT 1

ID-CERT ROOT CACERT 1

Install Certiﬁcate...| [‘suer Statement ]

oK

6. Click [Next>] to continue.

Certificate Manager Import Wizard

Welcome to the Cerificate Manager
Import Wizard

This wizard helps to copy certificates, certificate trust lists,
and certificate revocation lists from pour dizk to the
certificate store.

What i1z a certificate?

A certificate iz a confirmation of your identity izsued by &
certification autharity, Certificates contain infarmation used
to protect data, or ko establizh secure network
connections.

What i1z a certificate store?

A certificate store iz a syztem area where certificates,
certificate trust lizts, and certificate revocation lists are
hored,

Click Mext to continue or Cancel to exit.

Cancel
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7. You may select <Automatically select the certificate store based on the type of
certificates>. Click [Next>] to continue.

Certificate Manager Import Wizard

Select a Certificate Store
Certificate stores are spstem areaz where certificates are stared.

Sels - 5
(& Mutomatically select the certificate store based on the bype of @

(" Place all ceriicates N0 e oo = o

|

<Eack‘ | Mewxt = | ) Cancel |

\ T A—

8. The Completing screen will pop up and you can click [Finish] to continue.

Certificate Manager Import Wizard

Completing the Certificate Manager

Import Wizard
Y'ou have successfully completed the Certificate bManager
Import wizard.

You have selected the following for the import operation:

Certificate Store Selected by wizard  Trusted Root Certific.
Content Certifizate
\ ol

< Back Cancel |
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9. The screen will prompt you to choose if you want to add the ID-Cert Root CA
Certificate to the Root Store. Click [Yes] to continue.

Root Certificate Store

& Do you want to A0D the following certificate to the Boot Store?

Subject: ROOT C& .ERM 31346952-000, DIGI-51GH CERTIFICATION
SERWICES LIMITED, HE.

|zzuer - Self lzzued

Timne W alidity : :

Serial Humber : 3B4EC397

Thurmbprint [zhal] : FOFES911 3387AECS AEDDE3FE E4222944 FRREDEED
Thumbprint [md5] : BESEZR45 ARBEFI4F 2204BACC BCEBABECA

10. The installation of ID-Cert Root CA Certificate is completed successfully. Click
[OK] to continue.

Certificate Manager Import Wizard |

@ The impart was successful.

11. Repeat the above steps to install the “ID-Cert Signing CA Certificate 1”. At step
three, select the file “Click here” hyperlink of “ID-Cert Signing CA certificate
17,
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1.4 View Your ID-Cert Content

1. From the menu bar of Internet Explorer, select <Tools> and then <Internet
Options>.
(I e o

File Edit View Favorites SIS Help

-~

29 Google L

o Favorites | < [[]iph(  DeleteBrowsing History... CurbeShift-Del k) Facebook 2] B B  HSBCHKHome @) RealPlayer @ Suggested Sites =
- InPrivate Browsing Ctrls Shift+P _
|| & Blank Page D 5 % v B -2 s v pager Safeyyv Teoks (@~

InPrivate Filtering Ctrl+Shift+ F
InPrivate Filtering Settings

Pop-up Blocker ,
SmartScreen Filter »
Manage Add-ons

Compatibility View Settings

Windows Update

Developer Tools F12

Internet Options

2. In the Internet Options window, select the “Content” tab and click the [Certificates]
button.

Internet Options

Generall Secur Content | C4 neu:tiu:nnsl F'ru:ngramsl Advancedl

— Content &dwvisor

Ratings help vou Ngntrol the Intermet content that can be
@ vigwed on this comNgter.

Enable... | Sethings... |
N\
— Certificates AN

% Uze certificates to pozitively idkgatify pourzelf, certification
g authorities, and publizhers.

Publizhers. .. |

— Perzonal information VI

w  AutoComplete stores previous entries AutoComplete. . |
and sugaestz matches for you. =
Microzaft Profile Assistant stores wour by Profile. . |
perzanal information. =

Ok | Cancel | Al |
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3. Select the ID-Cert to be viewed and click the [View] button.

Certificate Manager

Intended purpoze: |<AII> ;I

Personal | Other People I Intermediate Certification Autharities | Trusted Foot Certification ﬂlLIL

ICHAM 51U MING

ID-CERT CA [TRIAL] 07 3 <Morex

Import. .. Expart... Remove

Advanced... |

Certifizate Intended Purposes

<Al

Wiew |

4. Your ID-Cert will be displayed in a new window. Select the “Details” tab to view
the contents. You can click [OK] to close the window.

Certificate I
General Details I Certification F'athl
Show: [EETESNRGGGRGCGRGRERR ~ |
Field | “alue -
E'\-"ersion W3
[=] 5 edial Mumber 3BEF 5396
Sigrature Algorithirn shaTRSA .
[F1zsuer ID-CERT Ca [TRIALL ERM 313...
[=]v alid Fram Tuesday, August 07, 2001 105,
[F]'valid Ta Thursday. August 07, 2003 10:...
Subject CHAM SIU MIMG, 10002153, D...
[E Public Key RSA [1024 Bits) =1

Edit Properties... I

Copy to

‘ oK
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1.5 Backup Your ID-Cert
For ID-Cert Class 8 & Class 9, the private key cannot be export.
1. Insert a blank ID-Cert storage medium into your computer.

2. From the menu bar of Internet Explorer, select <Tools> and then <Internet
Options>.

- -
{0 ) |& aboutblank r
= '/-‘ e
File FEdit View Favorites Hel
Favorit o [7Ph Ctrl+Shift+Del ka2 Faceboo ZSS8 @ HSEC HKHome @) RealPlayer @ Suggested Sites v
Ctrl+ Shift+P _
| @piankpage i~ B - =5 m v Pager safetyr Took~ (@~

InPrivate Filtering Ctrl+Shift+F
InPrivate Filtering Settings

Pop-up Blocker
SmartScreen Filter 3
Manage Add-ons

pdate

F12
‘ Internet Options

3. On the Internet Options window, select the “Content” tab and click the
[Certificates] button.

W

Internet Options

General I Secur W hrinections I Frograms I Advanced I

— Content AdvisorNGS
@. R atingzs help you cNatral the Internet content that can be

viewed an thiz compNer.

Enahble. .. I Settinas.., I

— Certificates

% Uze certificates to positivy
g  authorities, and publis )

zelf, certification

Fublizhers. .. I

— Perzonal information ) S > 4

P AutoComplete stores previous entries AutoComplets. . |
E"-f and suggests matches for pou. —
Microzaft Profile Suesistant stores wour by Profile. . |
perzonal information, ~

Ok I Cancel I Ay I
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4. Select the “Personal” tab, highlight the certificate name and click the [Export]
button. The Certificate Manager Export Wizard will pop up.

Certificate Manager HEI

shLpose [ <> =l

Personal [

KHer People I Intermediate Certification Authorities I Trusted Root Certification &4 I L3

Friendly Name

I MING

Impart...

Remaove | Advanced... |

Certificate Inter

<allx

View |

5. Click [Next>] to continue.

Certificate Manager Export Wizard

Welcome to the Certificate Manager
Export Wizard

T hig wizard will copy certificates, certificate trust lists and
certificate revocation lists from the certificate store to
your disk.

what is a certificate?

A, cerificate iz a confirmation of your identity izzued by &
certification authority. Certificates contain information
wzed ko protect data, or to establish secure network
conhections.

What is a certificate store?
A, certificate stare iz a system area where certificates,

certificate trust lists and certificate revocation lists are
stored.

Click Mext to continue or Cancel to exit.

< Bach (

A

Cancel

6. Click [Next>] to continue.

Cel

cate Manager Export Wizard X

Export Private Key with Certificate
Indicate if you want to export the private key with pour certificate.

Private keys require protection. [ you want to expart the private key for the selected
certificate, pou will be required to enter a pazsword on the following page.

Do pou want to export the private keyp with the certificate?

" No, do nat export the private key

g—

< Back W J Cancel
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7. Click [Next>] to continue.

Certificate M anager Export Wizard

Certificate Export File
Certificates can be exported in a wariety of formats.

Select the format you want to export:
£ VER eneanied bitam e siE [ EER]
£ Blaged e sai EEH]
) Crptagraphic Message Suntay Standard - PRES #7 Certifizates [prh]
I Nl &l certificates itithe et ataripat i pussise:
% Personal Information Exchange - PKCS #12 [ PR}

™ Include all cetifizates in the certification path if possible

¥ Enable strong pratection [requires [E 5.0, NT 5.0 or abave]

< Back ‘l Mest » | ' Cancel |

8. You are required to enter the previous password used to store the private key. Click
[Next>] to continue. (Please refer to “1.2 Importing ID-Cert” on page 8)

Certificate Manager Export Wizard

FPassword Protection for the Private Key
To maintain securty, the private key iz secret and must be protected with a passward.

Enter a password to encrypt the private key you are exporting.

Paszsword:

< Back ‘ ’ Cancel |
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9. Enter the location of your drive and the file name you are going to use for export:
e.g. D:\MYIDCERT < your floppy drive is D: and the file name is MYIDCERT

Click [Next>] to continue.

Certificate Manager Export Wizard [ <]

Export File HName
E nter the name of the file that you want to export

= name:
MYIDCERT Browse... |

< Eack(l Mext > \I Cancel

N 4
T —

10. The finishing screen will pop up and then you can click the [Finish] button.

Certificate Manager Export Wizard

Completing the Certificate Manager
Export Wizard

Y'ou have successfully completed the Certificate bManager
Export wizard.

Y'ou have selected the following for the export operation:

File: Mame MYIDCERT
E wport Keys =
Include all certificates in the certification path Mo
File: Formnat Perzona
all I +
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11. Enter the password, and click [OK] to continue.

Private Key Container |

E=porting vour private exchange keyl

Pazsword for ChanSiukin I “““““““ q

[~ Eemember password

Secunty level zet to High

" Cancel | Details. .. |

12. You will see the screen “The export was completed successfully” and you can
click [OK].

Certificate Manager Export Wizard

The export was completed successfully,

13. After exporting your ID-Cert, keep the ID-Cert storage medium in safe custody.

14. Use a separate ID-Cert storage medium and repeat the above steps to backup other
ID-Certs.
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1.6 Restore Your ID-Cert
1. Insert your ID-Cert backup storage medium.
2. Follow the procedures in “1.2 Importing ID-Cert”. The file name required now

should be the one you specified in the backup section and you need to enter the new
password that you have assigned in the section “1.5 Backup your ID-Cert”.
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1.7 Search for E-mail Recipient
1.7.1 Searching via Digi-Sign web site
1. Start up Internet Explorer. In the address bar, enter the Uniform Resource Locator

(URL) of Digi-Sign web site: “www.dg-sign.com” and press [Enter]. Click the
“Online Services” and select the “Download Zone”.

HEHED) I@ hittp: /fwwew . dg-gign.com feng/index htm

A wholly o ! ’f#%%\‘l = T
? P EREHERAS subsidiary of WM (EALY
WP S Leachiea D QL St et
Digi-Sign Certification Services
: Building Trust in Electronic Services

T

0111
About Digi-Sign Products and Services | Certification Practice Statements Online Services | Hews and Hotices
* Recnnnized Certificates

Case Studies (Bigi—Sign Profile * Super SSL Cert

* Download Zone

Digi-Sign's e Digi-Sign, a wholly-owned subsidiary of Tradelink Electronic A e ) ew look of
Digital Certificates Limited was set up and granted the status of "Recognized Certification Digi-5ign website
provides Cyberport with Authority” in Hong kong, following the enhancement of the Electronic Mot only does this revamped website
reliable online services Transaction Ordinance, The standard of practices adopted by Digi-Sign is provide a user-friendly navigation
1 n 3 >>more in compliance with the Code of Practises for Recognized Certification interface, but also indudes some new
Anbheite mklicked ke Han o mounee e F Chinf Tefaermatine Affiear features, like the Download Zone and

2. Goto the “ID-CERT Certificate” and click E button.

Recognized Super SSL Premium
Certificates Certificates Certificate

Certification Practice Statements k) k) k)
Forms

Application Forms and Procedures i) B Nil
Change of Subscriber Information T Nil Nil
Certificate Revocation Form and Procedures k) k) Nil
Manual

Subscriber Operation Manual [¥) Nil Nil
Change Password Utility User Manual ¥ Nil Nil
Certificate Signing Request Generation Guide Nl k) Nil
Installation Guide il S Nil
Certificate

ID-CERT Certificate Nil Nil

utilities and Drivers

Change Password Utility L Nil Nil

Windows 98 Drivers for USB Flash Drive B Nil Nil
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3.

Input the following information to search your certificate.

@ Digi-Sign Certification Services Limited - Mozilla Firefox

5 | S

—

| & http://www.dg-sign.com/eng/download_reg_cert.htm

Download Zone
Recognized Certificates

BFEEERERL S
Y DissisnCernrcanon
SeRvices LMITED

Search ID-CERT certificate and download

Please input the following information to search your certificate

English Name in Certificate® : CHAN TAI MAN
Subscriber Number :
Serial Number © 200000010

Fields with *are mandatory and all inputs must be in English

I have read and accepted the Terms of Use by clicking the Submit button

(T Siorn ) eser |

4. ID-CERT certificate search result will be displayed.

Download Zone
Recognized Certificates

ID-CERT Certificate Search Result

Please select the following certificate to view details

English Name Class |Subscriber No. |Serial No. Status |Valid To
'6 CHAN TAI MAN 1 10000012 20000000010 |valid 2017-05-29
< Select , Search again
5. Click your certificate to download the cert.
L . —
& hitps://www.dg-sign.com/cert/servlet/get Certlnfo aR

Download Zone

. . W EEREERLS
Recognized Certificates D

Ceameicanon
WITED

ID-CERT Certificate Search Result

English Name in Certificate : CHAN TAI MAN
Subscriber Number : 10000012
Certificate Class i1

Serial Number : 2000000010
Status : valid

Valid from date (yyyy-mm-dd) : 2014-05-30

. o

< : Click here to download ’

To find the ID-CERT key path in your Tradelink's iTVS, please click the button below to download
the utility. You accept the Terms of Use upon downloading and using the utility.

Checking Key Path Utility

Valid to date (yyyy-mm-dd)
Your certificate

Back Print

I I

Search again
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1.7.2 Searching via ID-Cert Directory with Outlook Express
1. Start up Outlook Express.

2. Select <Tools> and then <Accounts>.

] v 51 5 2 e =TS ]

Message  Help :4

¥ Dutlook Enpress
Fle Edit View

=

Send and Recsive |

Tl oof  sunchorize a1 \

Synchronize Folder
e o e

fnicery Address Back.. CalsShiftsB Go to (I |

[0 Cers e Gerderte oriess Bl
5 Local Folds

Mew Mail

2 Inbox §] Message Rules Find a Message... Identities v
F Outhox Tip of the day x
3 Gent ltey New Account Signup >

3 Deleted | Epieis If you see & + or a -

nextto a message,
that means there are
replies to that
message.

B} Drafts

Click the + or - to
show or hide the

Newsgroups -
srete replies.

Set up a Newsgroups account...

Comteets > x| ¢entacts

There are na contasts to display. Click

on Contacts to create a new contact. Open the Address Boak
! op:

B3 Find people...

I wihen Outlook Express starts, go directly to my Inbox

Canfigures yaur accaunts,

il start || 5] Exploring - 405 | B User manuail o | &1DiiSion Certiic. | [F0utook Expr... || @& (& 553

[BEai «spu

3. Click the [Directory Services] tab. Click [Add] button and select “Directory

Services”.

Internet Accounts

&z Directory Sewicel

Account

L :Bigfoat Intemet D ..
@ InfoSpace Busin...
@ InfoS pace Intern...
@ Switchboard Inter...
%Veriﬁign Internet ...
@wmwm[e Irter....
@Yahoo! People 5...

Type

| Connection |

directory service
directory service
directory service
directory service
directory service
directory service
directory service

Local Area MNetwork
Local Area MNetwark
Local Area Metwiark
Local Area Metwiork
Local Area MNetwork
Local Area MNetwork
Local Area MNetwark

Hemove |
Properties |
et gz Mefault |
Import... |

Export... |
Set Order. .. I

Clase
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4. An “Internet Connection Wizard” window will pop up. Enter the Digi-Sign
Internet directory “ldap.dg-sign.com” in the space provided and click the [Next]

button.

Internet Connection Wizard

Internet Directory Server Hame

Type the name of the Internet directory (LDAR) server pour [nternet service provider or
zpstem administrator has given wou.

Internet directory [LDAR) server: ‘ !Idap. dg-sign. com ,
I yaur Intermet service provider or spstem administrator Nl

require pou to log on to pour LDAP gerver and has provided pou with an LDAF account
name and password, select the check box below.

™ My LDAP server requires me to log on

7\

ek | Mexst > | ) Cancel

N\

\/

No need to check the box of “My LDAP server requires me to log on” since

Digi-Sign Internet Directory does not require so.

5. The next window is “Check E-mail Addresses”, the default selection is “N0”” and

you can click [Next >] to continue.

Internet Connection Wizard

Check E-mail Addresses

Y'our e-mail program checks the e-mail addresses of your message recipients wsing one
or more directory service address lists.

Using a directory service to check the e-mail addresses of your message recipients may
slove doven the perfarmance of your e-mail program.

Do pou want to check addresses using this directary service?

 Yes
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6. The finishing screen will pop up and you can click [Finish].

Intermnet Connection Wizard

Congratulations

“'ou have successfully entered all of the information required bo set up your account.

To gave these gettings, click Finizh.

< Back Cancel

7. You are diverted to the Directory Service screen again. Double click the selection
of “ldap.dg-sign.com* or highlight the selection and click the [Properties] button
to give the entry a user-friendly name, e.g. “Digi-Sign” or simply leave it as
“ldap.dg-sign.com*.

%Idap.dg-sign.cum Properties

General I Adwvanced I

Directory Service Account

Type the name by which wou would like to refer to this
zerver. For example, "whork Directony™ or bdicrozaft
* Directory Server'.

Server [nformation

Server nanme; IIdap_dg-sign_com

[T Thiz zerver requires me to log on

L Caalnt Fanme: I

Eazaimmend: I

I Lo o weing Secure Passwond Authentization

[ Check names against thiz server when sending mail

Ok I Cancel AmEply
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8. Select the “Advanced” tab and enter “c=HK” as Search Base. Click [OK] button
and you are back to the Internet Accounts windows. Close this window now and

you can start to search your e-mail recipient in the ID-Cert Directory.

|z (e rault |

I Thiz gerver requires a secure connection [SSL]

Search
Search tirmeaut:

Short — F————— Long 1 minute

Search baze: Ic:=HK

I Usze simpld search filter

Cancel I Apply I

\

N

9. Return to the main menu of Outlook Express. Select <Edit> <Find> <People>

from the menu bar.

[ 0ulook Express___________________________________________i[[u[=Ez].] mEE

| e [ Edt View Tooks Message Help |

E [Eory il
Seleot Al it T

w
[ e
tessage i this Ealder. = SHiftee
b=t Folders CilrBHfi] : -
gldueli Copy to Folder Fird e F3 | Go to G =l
uth =
? People Chil+E
ERCR 2D Tenin this Message.

Find a Message... Identities v
Tip of the day x

Ermptufeleted ltemsiholder

by

ek s e Cirleld
S5 e s Unread

| If you see a + or a -
5 here is 1 unread Mail message in your Inbox nextto a message,
that means there are
replies to that
message.

ek Carwersation s Bead il
e AN Fead (il Shit A

Set up a Mail account..,

Click the + or - to
show or hide the
replies.

Newsgroups
Set up & Newsqroups account...

Cortacts Xl contacts

There are no contacts to display. Click

on Contacts to create a new contact. open the Address Bogk
£ op:

B3 Find Peopls...

™ wehen Qutlaok Express starts, go dirsctly ta my Inbox.

Finds people in your addiess book or on the Intermet.

i Stan|| By Esploing- W05 | #]User menuslt .| &]DiSion Caitc. [ <0utiook Expr... || @ 5] 51 B3mad soreu
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10. A “Find People” window will pop up. Enter the searching criteria in the space and
make sure you have selected the correct “Internet Directory Server Name” in
your “Look in” directory. Click the button [Find now] to search for your e-mail
recipient. You may select the “Advanced” tab and use the advanced search
function if you want to search in various modes, e.g. to search by part of the name /
e-mail address.

[EZ! Find People - [3 entries found]

ek Site,

Loaok it ‘ |dap. dg-sigh.com

People Advanced |

—[l=fine [rit=ris

L IName ;”contains ;I Ichan \E&/l

Mame containg chan Add | Clear Al |
Bemove | @
Cloze

CHaM SIU MIMG chansiuming@haotpop3. com
[elete

Add to Address Book

BEET I E | Properties I

l | i

11. Once you have located your e-mail recipient, double-click the e-mail recipient
name and click the [Add to address book] button.

CHEMG Bing Ming Properties

Summary I MName I Homel Business Personall Other I Mettd ectivg

Summary of information about this contact

Mame: CHAM SIU MING
E-tail Address: chansiumingi@hatpop3.com

Home Phore:

Fager.

I obile:

Perzonal Web Page:
Business Phone:
Business Fax:

Job Title:
Department:

Office:

Company Mame:

Business ‘Web Page:

] Cancel
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12. You may also view his / her digital certificates by selecting the “Digital 1Ds” tab.

Highlight the digital certificate and click [Properties] button.

CHAN SIU MING Properties [ 7] %]

Summar_l,ll Mame I Hame I Businessl Pelsonall Other I Mettdeeting  Digital IDs I

%] Add, remove, and wview Digital 1D for this contact.

Select an E-Mail address:

hotpop 3. com

Digital ID= aszociated with the zelected E-i ail address:

v CHAN 51U MING [default) Properties

L

E1T

Set &g Default

| .

Exzpart...

il L

] I Cancel |

13. Close all windows if you have finished.
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1.8 Verify Name On The Certificate with Outlook Express

1. From the menu bar of Outlook Express, select <Tools> and then <Accounts>.

8 Outlook Express _[&]x]
Fie Edt Wiew | Tools Message Help |

Send and Receive 5
New Mal Ser  Synchroniz Al
Sy, Snchorize Foide

[tk e e »

Folders

3] Dutlaok Express

62 Local Folders
B Inbox
S Outhox

3 Sent ltems

Address Baok Ctil+Shift+B
A Sender to Addrez: Bk chansiuming@hotpop3.com
e Flules Find a Message... Identities v

Tip of the day x

When reading

(@ Delsted lter gy
& Dralts EETEES sad Mail messagss in your Inbox S
a torn paper icon
[P Create 2 new Mail message et
been downloaded. A
Bead Mail whole paper icon

indicates that the

message body has

also been downloaded.
Newsgroups

NOTE: Only msssages

Set up a Newsgroups account... with a whole paper
icon can be read while

you are offline.

Contacts = x

g chan Contacts
Open the Address Book..,

B} Find people...

™ wehen Qutlaok Express starts, go dirsctly ta my Inbox,

Adds the sender of the selected messages to your address book.

2. On the Internet Accounts window, select the <Mail> tab and click the [Properties]

button.

(%]
Fie Edit ‘View Tools Message Help |

EZ =R

Send/Fiecy '| fddesses Find

Outlook Express

NewMal
tlook Express

Folders X Dutlook Go to 2T |

5] Oullook Express

Int t Acrs t:
1) Locsl Folders Dieme e s [2]x]
Identities w

B Inbic an (U Mail B sws | Diectony Servics | Add »
B Dutbor N of the day X
3 Sent ltems Account [ Type [ Connestion ]
F Deloted lems Sop holpe mail [defaut Ay Awvailabls < — o e
Properties WSQroup messages,
B Dralts torn paper icon
dicates that only the
essage header has
Jmport. lben downloaded. A
g hole paper icon
E i dicates that the
Szt essage body has
<0 been downloaded,
OTE: Only messages
s || e
on can be raad whils
.
Cortacts
g chan

Open the Address Book..,

B} Find people...

™ wehen Qutlaok Express starts, go dirsctly ta my Inbox,

= Waorking Orline | & Conrecting
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3. On the Properties window, select the “Security” tab.

utlook Express

Fle Edt WYiew Took Message Help

News Mail Send/Recy

| Intemnet Accounts

Al Mal | News | Diector Service |

’ look Express

44 Outlook, Express
£+ Local Folders
B Inbiox General | Servers | Connef

S Outhox

#& pop. hotpop3.com Proper ss

=

[ Account [ Tupe | Connection | Bemove
Folders x

|"Cipophotpapd.com | mail (detaul] Ay Available

Propertiss
bl
Import...
Export.

Geifice | b header has

nloaded. A

i Sentlter | Mail feeount _—
(3 Delsted| Type the name by which you would lie 1o refer to these
<& Drat servers. For example: "wWork” or "Microsoft Mail
rafts [S—
User Information
Hame [ehansiuming@hotpop3.com

aper icon
Close b that the

k body has

Qrganization:

E mail addiess:  [shansiuming@hotpopd com

Ficply address:  |shansiuming@hotpopd com

Contacts =

g3 chan

[ Include this aceount when receiving mail or synchranizing

[k | cancel gl |

ATSTTEER

NOTE: Only msssages
with a whole paper
icon can be read while
you are offline.

my Inbox.

| = Warking Online | & Conrecting

4. On the “Security” tab, click the [Digital 1D] button to view your name on the

certificate.

utlook Express

Fle Edt WYiew Took Message Help

Internet Accounts

SendFiec | &

Mew Mal :
= Al Mal | News | Directary Service |
look Express
T [ Tupe [ Con
Folders X |“Brophoipapdcon.  mai (defaul) Ay

%) Outlock Express
£+ Local Folders

#= pap_hotpop3 com Prop

a Inbox General | Servers | Connestion Seeuity | advanced |
S Outhox

& Sent lems S/MIME Seeus E-mai

F Deleted ltems W LUze a digital ID when sanding secure messages fiom:
B Drafts otpop3.com

Awailable -
2] Froperties

nection [ Remove

s Dol
Irport
Expott

hansiuming@hatpop3.com

Issued to Issued by Intended Pu Friendly name | Expiration D

Contacts

g chan

|21 | v
0k | Cancel View Certfcate.._|

x|

Cloze

| = Warking Online | & Conrecting
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1.9 40-bit Encryption Security Warning Message

Please note that while sending e-mail messages with Outlook Express, it is normal for
the following security-warning message to be displayed. You can select “Yes” to
ignore the message and still send out the e-mail message accordingly.

MEE
Fie Edt ‘View Insst Fomat Took Message Help |
= N i
BN B8 o Tl .5 %
Send Cut Copy  Paste  Undo | Check Speling | Attach  Priority Sign | Encrypt Offline
EATe [chan 2
B | 8
Subieet: [Test
[Timestemmemean o] 22| & [ Bl £ 0 A S| == e = -8 &
A0-bit Encryption Security YWarning
Security Warning [=]
This message is being sent with 40 bit encryption.
Your Advanced Security options are set to warm on less than 168 bit encryption.
“w/ould you like to send this message anpway?
)

Alternatively you can disable the security warning message feature by selecting 40-bit
encryption level.

1.9.1 Disable 40-bit Encryption Security Warning Message

1. On the Outlook Express window, select <Tools> and then <Options>.

. *pr
Fie Edt Wiew | Tools Message Help |

Send and Receive 3

New Mal Ser  Synchronize Al |

= Synchrnizs Folder
= Outlook ExiSSiiil y |

ekt Cul+ShiltsB 6o to (I 2

':;3‘ Dok Express #idd Gender o fddress Bodk
£ Local Falders

chansiuming@hotpop3.com

&2 Inbox (1] Message Rules Find a Message... Identities v
G Dubou Accounts. . Tip of the day x
S Sent ltems o ) »

13 Delsted Iy Options To view an attachment
& Drafts — read Mail in your Inbox spread across multiple

messages in a
newsgroup, select the
ressages whils
holding down the Ctrl
Read Mail Y

[ Create a new Mail message

Click the Message
renu and click
Combine and
Decode,

Newsgroups
Set up & Newsqroups account...

LContacts ~ X

g1 chan Contacts

Open the Address Book...

B} Find people...

™ wehen Qutlaok Express starts, go dirsctly ta my Inbox,

Allows pou to sign up for a brand new e-mail aceount
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2. On the Options window, select the “Security” tab and click the [Advanced] button.

X Dutlook Express

8]

L £ A < Options

News Mail

SendFiec | &

gead | Send | Compose
Connection

Folders

[ Dutlook Express

B+ Local Folders
B4 Inbox (1]
S Outbox
B Sent ltems
(3 Delsted ltems
B} Drafts

Contacts =
chan

look Express

Peral
Secuity

| Signatures |

Maintenance

Secunty 2unes

x @ Select the Intemet Explorer security zone to use:
& |ntemet zone [Less secure, but mare functional]

" Besticted sites zone [Mare secure]

Secure Mail
Digital ID's (also called certficates] are special
documents that allow you to prove you identiy in
electronic transactions.

Ta digitally sign messages o receive encrypted
messages, you must have a diaital 1D

Digital IDs
Get DigitalID..

™ Encrypt contents and attachments for all outgoing messages

I™ Digitally sign all outgaing messages

oK Cancel e

Open the Address Book...

B} Find people...

™ wehen Qutlaok Express starts, go dirsctly ta my Inbox,

age... Identities

Tip of the day x

To view an attachment
spread aeross multiple
messages in &
newsgroup, select the
messages whils
holding down the Ctrl
key.

Click the Message
renu and click
Combine and
Decode,

== Working Online

3. On the Advanced Security Settings window, click on the “168 bits” down arrow
and select “40 bit”. Click on the “3DES” down arrow and select “RC2 (40-bit)”.

Click [OK] button and then [Apply] button.

X Dutlook Express

Fle Edt WYiew Took Mess: [Pl

8]

News Mail

. Genersl | Resd | Send | Composs
SendiRecy | Securty

Connection

Folders

[ Dutlook Express

B+ Local Folders
B4 Inbox (1]
S Outbox
B Sent ltems
(3 Delsted ltems
B} Drafts

Contacts =
chan

utlook Express
e

21|

Signatues |
Maintenance

Secuity Zones

Selert the Intemet Funlarer s it 7one b 1 iee:

Advanced Secs Seltings

Ercrypted messages

Digitally Signed messages
¥ Include my digital 1D when sending sianed messages
I~ Encods message befors signing [opague signing)

¥ Add senders' certficates to my addiess back

Revacation Checking
=] Check for revaked Digital IDs
& Tl when oring

£ Never

Cancel

~—

Digital 1D
Get Digital 0.

ing messages

Adyanced...
Tel me more. .

Il' when Outlook Express starts, go directly to my Inbox,

Identities v

Tip of the day x

To view an attachment
spread aeross multiple
messages in &
newsgroup, select the
messages whils
holding down the Ctrl
key.

Click the Message
renu and click
Combine and
Decode,

== Working Online
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1.10  Use ID-Cert to Sign and Encrypt E-mails with Outlook
Express

You should follow the previous steps to locate your mail recipient (Please refer to “1.7
Search for E-mail Recipient via ID-Cert Directory with Outlook Express”) before
sending a signed and encrypted e-mail.

1. Start up Outlook Express.

2. Select <File> <New> <Mail> or click the [New Mail] button on the menu bar.

(B N & . B & .

MHew Mail e ey Addrezzes Find

3. Select your e-mail recipient by clicking the [To:] button and select from the list.

ramplet®abc-def. com

Subject: |

4. Click the [Sign] and [Encrypt] button to secure your e-mail.

Sign | Encrupt_JMMling

5. Enter the subject and body of your e-mail and click the [Send] button to send.

& v

Check  Spelling

0

Send [Euts [Eapy Faste Undao bitach  Priority

J@. ¥ @ @& o

Mt Example =] B3
i al 0ls [ (=l
=5 LI =
Send [Eopy  Fsster Lndo Check Speling | Attach  Priority Sign | Encrupt  Offline
enample@abc-def.com a
EE 8
Subject;  [Exsmpls
i FlJuE] E. B £ uA|Si=iEiEss ==&
This is an example demanstrating the use of the "Sign” and "Encrypt” functions of Qutlonk Express |
Z
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For ID-Cert Class 8 and Class 9, click the [Options].

-

! File Edit wew Insert Format Tools Table i Help
ficasend | 0 - 02 8 )3 0 8 | v | 5 options.. Y Hrm
T —

Select the [Security Settings] to select the certificate

¥

1y
Message Options

Message settings

Importance: i‘ﬂn -

Voting and Tracking options

Click the [Change Settings] in Security Properties.
( Security Properties - ﬁ

Add digital signature to this message
Send this message as dear text signed
[] Request 5/MIME receipt for this message
Security Settings
Security setting:

[<Aummatic> q Change Settings... >
‘v

Security Label

Policy Module: | <Mone> '] Configure...

Click [Choose] to select the certificates
( Change Security Settings - &J \

Security Setting Preferences
Security Settings Name:

<Custom Security Setting for Message

Cryptography Format: [SMIME - ]

Certificates and Algorithms

Signing Certificate: CHAN TAI MAN

Hash Algorithm: [SHAl

Encryption Certificate: |dgadmin 1i@dg-sign.com

Encryption Algorithm: [3DES w7 ]

Send these certificates with signed messages

[ OK ] [ Cancel

= =

PPEENTY ¥ TN
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2 Thunderbird Operation
2.1 Importing ID-Cert

1.  From the menu bar of Thunderbird, select <Tools> and then <Options>.

& Inbox - Thunderbird _[#] ]
Fle Edt View Go Message Help
€. = Acress Back Crvz o
= - 1) o = . W - e - 0., Subject or Sender
Get Mail Write: Address Book. = Delete, Jurk Print. Back Forwards
Al Folders o | MessageEiters. . |62 [ songer [ # [ pate -[=|
5 Local Folders Run Filters on Folder
= Inbox R Jurk Mail Cortrels on Felder
o Unsent Delete Mail Merked as Jurkin Folder
[ Deleted -
Import.
Error Consols
‘Account Settings :
.
Welcome to Thunderbird!
Mozilla’s Thunderbird email application is more powerful than ever. It's now
even easier to organise, secure and customise your mail.
Experience the diference. Thunderbird is developed and supparted by Mozilla, a glabal
community working together o make the Internet a better place for everyone,
Far frequently asked questions, tips and general help, visit the Thunderbird Help Centre,
For product information, visit the Thunderbird Home Page. =l
[ | Unread:0 | Total:0
/0] | || b - irosoft outiook | () WPHES - Cuook xpress | 1] menual_aff e - wiros... | [ ) Tnbox - Thunderbird | B [« e 1105

2. Inthe Options window, click the <Advanced> button and select the <Certificates> tab.

General | Metwork & Disc Space | Updf= Certificates |

Manage certificates, revocation lists, cerkifCmm ®on and security devices,

N CErtIFICE_tE.'Sm Revocation Lists | Werification | Security Devices

oK Cancel
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3. Click the [View Certificates] button. The Certificate Manager Import wizard will pop
up.

X

General | Metwork & Disc Space | Update  Certificates |

Manage certificates, revocation lists, certificate verification and security devices,

\-'lewCertlﬁca_tes Revocation Lists | Werification | Security Devices

oK | Cancel |

4.  Select the <Your Certificates> tab and click [Import] button to continue.
=lol x|

‘four Certificates | Other People's | Web Sites | Authorities |

‘ou have certificates from these organisations that identify vou:

Certificate Name: | Security Device I Purposes | Setial Mumber I Expires On |EI

Wigw Backup | Backup nl‘i Impart | )Qelete |

v

5. Insert your signature ID-Cert storage medium into the computer.
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6. Select your drive from the “Look In” drop box and select “All files (*.*)” from the “Files
of Type” drop box. The ID-Cert file is named as XXXXXXxX.p12 where XXXXXXXX IS your
Subscriber Number. Highlight it and click the [Open] button.

RO | A Tradelink = @ F 2 &

=3 10021161.p12

SubCh.crt

&4 10
fEFABA (T

RARD) |>

g

7. Input the password into the <Password Entry Dialogue> and click [OK]

[ L
E Key Holder’s Name  : CHAN SIU MING g
= Key Password : 7045E3C13832A71A o
- Cert. Serial Number ~ : 0997152918 . -
. Signature Key o
Subscriber Number 110002159
[ L
- Private and Confidential F&AZEHF o
[ L
[ L
- L
- L
[ L
[ [
- L
[ L
x

Please enter the password that was used to encrypt this
certificate backup.

Password:
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* |If the password envelope is not intact when you receive it, please do not use the password
and report immediately to the Services Hotline.

** Make sure that the Serial Number in the password envelope is identical to that of the
ID-Cert storage medium.

After entering your password, the successful message will pop up. Click [OK] to finish.

[ x|

p  Successfully restored your security certificatels) and private key(s),
o
i

8. You have finished importing your ID-Cert and you can view your certificate under
<Your Certificates> page.

& Certificate Manager I ]

Your Certificates | Cther People's | Weh Sites | Authorities |

‘fou have certificates from these organisations that identify wou:

Certificate MNarme I Security Device I Purposes I Serial Number I Expires On IEI
[=] DIGI-SIGM CERTIFL..
LCHAM SIUMING  Software Security D... <Unknown= 45:37:25:6D 11-June-2010

Wiew Backup Backup &l Import Celete

QK |

9. Repeat the above steps if you need to import your Encipherment ID-Cert. (Encipherment
ID-Cert will allow you to sign and encrypt your e-mail message.)
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2.2 Install ID-Cert Root CA and Signing CA Certificate

The ID-Cert Root CA and Signing CA Certificates are used to validate certificates issued by
Digi-Sign. You can install the ID-Cert Root CA and Signing CA Certificates from your
ID-Cert storage medium.

2.2.1 Installation via ID-Cert Storage Medium

1. From the menu bar of Thunderbird, select <Tools> and then <Options>.

=2l

Fle Edt View Go Message Help
*. U Address Book Ctri+2

A \ ) % .| I
GerMal | wrte  Address Book | PEHOTS et aunk  Princ Back  Forward
Al Folders ess |2 | sender [ # [ pate -[=|
= 1 Local Falders
(= Inbox
o Unsent Delete Mail Merked as Jurkin Folder
[ Deleted -
Import.
Error Console
‘Account Settings
.
Welcome to Thunderbird!
Mozilla’s Thunderbird email application is more powerful than ever. It's now
even easier to organise, secure and customise your mail.
Experience the diference. Thunderbird is developed and supparted by Mozilla, a glabal
community working together o make the Internet a better place for everyone,
Far frequently asked questions, tips and general help, visit the Thunderbird Help Centre,
For product information, visit the Thunderbird Home Page. =l
[ | Unread:0 | Total:0
/0] | || b - irosoft outiook | () WPHES - Cuook xpress | 1] menual_aff e - wiros... | [ ) Tnbox - Thunderbird | B [« e 1105

2. Inthe Options window, click the <Advanced> button and select the <Certificates> tab.
x|

General | Metwork & Disc Space | Ugflate  Certificates |

Manage certificates, revocation lists Nggtificate verificatioggd security devices.

Revaocation Lists | Werification | Security Devices

K Cancel
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3. Click the [View Certificates] button. The Certificate Manager Import wizard will pop
up.

X

General | Metwork & Disc Space | Update  Certificates |

IManage i wocation lists, certificate verification and security devices,

\-'lewCertlﬁca_tes eviocation Lists | Werification | Security Devices

oK | Cancel |

4.  Select the <Your Certificates> tab and click [Import] button to continue.

& Certificate Manager - 10] x|
Your Certificabes | Other People's | weh fftes  Authorities |
‘ou have certificates on File that identify R ifi ities:
Certificate Mame I Securiby Device =]
= {a
.fwtoridad de Certificacion Firmaprofesional CL.. Builin Object Token =
(=l AR ECOM, TNC,
" ABAECOM Rook CA Builkin Object Token
(= A Camerfirma 38 CIF ASZ743287
g---Chambers of Commerce Rook Builkin Object Token
. Glabal Charmbersign Root Builtin Object Token
[= &0L Time Warner Inc,
g---.D.OL Tire warner Root Certification Authority 1 Builtin Object Token
0L Time Warner Rook Certification Autharity 2 Builkin Object Token
[= AddTrust AB
;---AddTrust Class 1 CA Raoa Euiltin Object Taken LI
Yiew | Edit | Imnport | Delets |
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5. Select your drive from the “Look In” drop box. Highlight RootCA.crt file and click the

[Open] button.

BHD | Tradelink H Q2
HEE R
-
A
BEN: | { [(=o >
EIABRNT): [ Certificate Files ﬂ%;
2

6.  Check the box to set the trust option and click [OK] to finish.
x|

Downloading Certificate

‘fou have been asked to trust a new Certificate Autharity (CA).

pu want ko trusk "ROOT CA (TRIALY for the Following purposes?

[v Wrrust this CA to identify web sikes,
[v Errust this CA bo identify email users,
[v Frrust this CA to identify software developers.

Before trusking this CA For any purpose, vou should examine its certificate and its policy and

procedures (if available).

Wiew | Examine Ch certificate

(04 Cancel |

Repeat the above step to install the “ID-Cert Signing CA certificate 1”. Choose the file

named “subca.crt”.
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2.3 View Your ID-Cert Content

1 From the menu bar of Thunderbird, select <Tools> and then <Options>.

& Inbox - Thunderbird _18]x]
Fie Edt Vew Go Message Help
- = Address Book iz 8¢
= . Ao (SR © R S 0, Subject or Sender
Get Mail Write: Address Book. = Delete Junk. Print Back Forwards
Al Folders o FeEEERElEe 8 [ sender [# [ pate HE
= Local Falders Run Fiters on Folder
= Run Junk Mal Controls on Folder
3/ Lnsent Delete Mai Marked a5 Junk n Folder
*.f Deloted
Import...
Error Console
‘Accolnt
Options. .
—
.
Welcome to Thunderbird!
Mozilla’s Thunderbird email application is mare powerful than ever. It's now
even easier to organise, secure and customise your mail.
Experience the difference. Thunderbird is developed and supported by Mozilla, a global
community working together to make the Interriet a better place for everyore
Far frequently asked questions, tips and general help, visit the Thunderbird Help Centre,
For product information, visit the Thunderbird Home Page. ]
[ | Unread: 0 | Total: 0
s | O] nbox - Microsoft Outlook | () UEPH B - Outiook Express | ] manual_dif.doc - Miros,., | (8] manual doc (Readk-niy). |[€9 box - |8« S0 wss

2  Inthe Options window, select the <Certificates> tab and click [View Certificates] button.

General | Metwork & Disc Space | Update —Certificates |

Manage certificates, revocation lists, certificate verification and security devices,

View Certificates ’ Revocation Lists | Werification | Security Devices

a4 I Cancel
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3  Select the ID-Cert to be viewed and click the [View] button.
-0l x]

Your Certificates | Other People's I Web Sites I Authorities |

‘fou have certificates from these organisations that identify wou;

Certificate Mame |J [Pooo I Serial Mumber Expires On |EI
[=I DIGI-SIGN CERTIFICATION SERVICES LIMITED

“CHAM SIL MING ... Clien... 45:37:25:6D 11-June-2010

‘ Wigw I’ Backup | Backup Al Inpork Delete

4 Your ID-Cert will be displayed in a new window. Select the “Details” tab to view the
contents. You can click [Close] to close the window after viewing.

Certificate Yiewer:"CHAN SIU MING™ x|

General  Details |

Certificate Hierarchy
[=IROOT CACTRIAL)
SHD-CERT CA (TRIAL
CHAM SIU MING

Certificate Fields

= ¥aliclity =]
Mot Before
~-hlot After

biect

Q-Subject Public ke Info
E---Sul:-jlen:t Public Key Algorithm
. -Subject's Public Key

é-Extensions
-Certificate Palicies LI
Field Yalue
CN = CHAN SIU MING
o = 10021161
0 = DS ID-CERT CLASS 1 (53504)
C=HE

Close
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2.4 Backup Your ID-Cert

1 Insertablank ID-Cert storage medium into your computer.
2  From the menu bar of Thunderbird, select <Tools> and then <Options>.

& Inbox - Thunderbird _18]x]
Fie Edt Vew Go Message Help
- = Address Book iz 8¢
= . Ao (SR © R S 0, Subject or Sender
Get Mail Write: Address Book. = Delete Junk. Print Back Forwards
Al Folders o FeEEERElEe 8 [ sender [# [ pate HE
= Local Falders Run Fiters on Folder
= Run Junk Mal Controls on Folder
3/ Lnsent Delete Mai Marked a5 Junk n Folder
*.f Deloted
Import...
Error Console
‘Accont et
Options. .
—
.
Welcome to Thunderbird!
Mozilla’s Thunderbird email application is mare powerful than ever. It's now
even easier to organise, secure and customise your mail.
Experience the difference. Thunderbird is developed and supported by Mozilla, a global
community working together to make the Interriet a better place for everyore
Far frequently asked questions, tips and general help, visit the Thunderbird Help Centre,
For product information, visit the Thunderbird Home Page. ]
[ | Unread: 0 | Total: 0
s | O] nbox - Microsoft Outlook | () UEPH B - Outiook Express | ] manual_dif.doc - Miros,., | (8] manual doc (Readk-niy). |[€9 box - |8« S0 wss

3 Inthe Options window, select the <Certificates> tab and click [View Certificates] button.

General | Metwork & Disc Space | Update —Certificates |

Manage certificates, revocation lists, certificate verification and security devices,

View Certificates ' Revocation Lists | Werification | Security Devices

a4 I Cancel
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4  Select the “Your Certificates” tab, highlight the certificate name and click [Backup]

button.

&' Certificate Manager =10] x|

Your Certificates | Other People's I Web Sites I Authorities |

‘fou have certificates from these organisations that identify wou;

Certificate Mame |J [Pooo I Serial Mumber Expires On |EI

(=) DIGI-5IGM CERTIFICATION SERVICES LIMITED

“CHAM SIL MING ... Clien... 4 50 11-June-2010

Wigw ! Backup I’ Backup Alll Inpork Delete

5 Input the file name for the private key and click [Save] button.

TR @ | JA 3.5 SR () = Q% -

1
20 |CHAN STU MING I =l BT >
TFiER T = ;
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6 You are required to enter the new password used to protect the private key. Click [OK] to
finish.
xl

The certificate backup password vou set here protects the backup file Ehat you are about to create, You
must set this password to proceed with the backup,

Certificate backup password: I Jre—
):

Certificate backup password {aga ******

Important: IF wou Farget wour certificate backup passward, you will nat be able ta restore this backup

later. Please record it in & safe location,
— |

7 You will see the screen “Successfully backed up your security certificate(s) and private
key(s)” and you can click [OK].

alert x|

1. Successfully backed up vour security certificate(s) and private key(s),

Password quality meker

8  After exporting your ID-Cert, keep the private key in safe custody.
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2.5 Restore Your ID-Cert

Inset your ID-Cert backup storage medium.
Follow the procedures in “2.1 Importing ID-Cert”. The file name required now should

be the one you specified in the backup section and you need to enter the new password
that you have assigned in the section “2.4 Backup your ID-Cert”.
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2.6 Search for E-mail Recipient via ID-Cert Directory with Thunderbird

1  Startup Thunderbird
2  Click [Address Book]
SEIE

File Edt View Go ge  Tooks Help

€

Get: Mail Write.

Tag Delete  Junk  Print Back  Forwards

E B G
Reply  Reply All Forward

[0 [ subject [ [ sender

n

Al Folders
= i Local Folders
=t
4 Unsent
) Deleted

Welcome to Thunderbird!

Mozilla’s Thunderbird email application is more powerful than ever. It’s now
even easier to organise, secure and customise your mail.

Experience the difference. Thunderbird is developed and supparted by Mazilla, a global
community working together t make the Internet a better place for everyone.

For frequently asked questions, tips and general help, visit the Thunderbird Help Centre.

For product information, visit the Thunderbird Home Page. ~|
[ | Unread:0 | Total:0

3 Click the <File> from the menu bar, select <New> and then <LDAP directory>.

W) Address Book _[= x|
Edit View Tooks Help
Address Book Card. .. Chrl+N
Close Chrl+ Mailing List... S0, Wanne: or Email
R Address Book. .. | | |
age Setup...
i LOAP Direckary. .. I Screen Name Organisation sk Phone 5]
Print Preview Card =
Print Preview Address Baok Message Crl+m
Frint Card... Chrl+F

Frint Address Book. ..

Exit Ctrl+Q

Mo matches Found

/58| | (O] mbo - Mierosoft .. | (5) Wi - Cutlook .., | ) manual if.doc - . | 1] manual doe (Rea-.. | € b - Thunderbird_|[T]] address Book |

<« |0/ 1140
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4 A “Directory Server Properties” window will pop up. Enter the following details
* Name = DIGI-SIGN
*  Host Name = ldap.dg-sign.com
e Base DN =c=HK
click the [OK] button.
x

General | OFFIinel fdvanced |

Mame: | prr-stan

Hostname: I ldap.dg-sign.com

Base DN [ e=H Find |

Port number: | 389

Bind DM: |

r Use secure conneckion (55L)

ok I Zancel |

5 Select the <Edit> from the menu bar and <Search Addresses>.

) Address Book 18|

File W view Took Help

Unda iz %
= 2, Name or Email
Newd 5 (G Delets

cut Chrki | Emai Screen Name Organisation | work Phone &
Copy Chrl+C

paste Cerly

Delets Delets

Select Al il

Mo matches Found

Ba| | (O] tbox -Microsoft .| () WRHE - Outlock .. | ) manwel i doc - . | ) manual.doc (Read-. | €9 Inbox - Thunderbird [T addresspook | [« I ] #¥ 110
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An “Advanced Address Book Search” window will pop up. Select the directory from

<Search in> and enter the searching criteria in the space. Click [Search] to start the

search.

& Adva iced Address Book Searc |

| DIEI-51GH ;I

" Match all of the Follawing €' Match any of the Following

Any Name =] | contains = ICHF\N 51U MING| I + | = |
Iame vl Ernail Organisakion Work Phane |EI
Properties WWrite

Mo matches Found
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2.7 Use ID-Cert to Sign and Encrypt E-mails with Thunderbird

1  Startup Thunderbird

2  Select the <Tools> from the menu bar and then select <Account Settings> to select the
certificate which you want to use for signing and encryption.

Account Settings il
=l chansiuming Security
;---Server Settings

Copies & Folders To send and receive signed or encrypted messages, vou should specify both a
amposition & Addressing digital signing certificate and an encryption certificate,

isc Space
g---Junk Settings

Use this certificate to digitally sign messages I:uu send:

- Return Receipt
--Return Recsipts ICHAN 31U MING

: Select,.. | Clear
SSecurity

=ILocal Folders

-~Dist Space

. Junk, Settings r Encrzﬁtion

Oukgaing Server (SMTR) Use this certificate to encrypt & decrypt mesiges sent to you;

I chansiuming@hotpop3.com Select... | Clear

B A Hﬂﬁages:

% Mever (do not use encryption)

" Required [can't send message unless all recipients have certificates)

Certificates

Wiew Certificates Security Devices

Add Account... |

Set as Defaul: |

Remove Account |

Cancel |

3  Click [Write] on the menu bar.
' Inbox - Thunderbird

File Edit \igw Go  Message Tools  H

set Mail Write Jaddress Book Feply

4 Select your e-mail recipient

) Compose: (no subject) =100 x|
Fle Edt Wew Insert Format  Options Tools  Help

! abg g +
Loy L v - 0 > ~ .
send Contacts Sl Aktach Security Save
From: | chansiuming <chansiuming@hotpops.com - chansiuming j
= To: | 4= peterchan@abe com
Subject: I

Eo o = 1

[Body Text =] [[wariable widh j! A A|B I U|EL e =
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5 Click the [Security] button and select <Encrypt the message> and <Digitally Sign the
Message> and click the [Send] button to send.

=181x]
File Edt Wiew et Forst Options  Tooks  Help
0 abe *
L (S5 v - 0 B c M
Send | Contacts  Spel  Attach  Securty  Save
From: | chansiuming <chansioming@hotpopy 02 is Message j
Subject: |
oo D 1
[BedrTet =] [[arisble wickh j! A A‘ B I U|ik
L =8

BE| | O] imbox- mcrosoft . | 15) WHRR - oudook .. | 5] menual_ g doc- . | ) manualdsc (Read-. | € tnbox - Thurdsrbird |[ Compose: (no su... | @[« 1 [0]a¥ 12112
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